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1 Introduction 

 
1.1 Fraud and corruption are serious issues which can affect the services the Council 

provides to the community and the public’s perception of the integrity of Council 
employees and councillors. 

 

1.2 This document provides a policy framework for employees and councillors in 
order that they are aware of the position held by the Council and how to deal 

with incidents should they occur. 
 

1.3 This Policy is regularly reviewed by the Audit and Governance Committee. 
 

2 Objectives 

 
2.1 The objectives of the Anti-Fraud and Corruption Policy are:- 

 

 to give a clear statement of the Council’s position on fraud and 
corruption; 

 

 to minimise the risk to the Council’s assets and good reputation; 



Page 3 of 18 

ANTI-FRAUD AND CORRUPTION POLICY 

 

 

 to instill a culture of integrity and accountability in employees 

and councillors and all those who do business with and for the Council; 
 

 to highlight the need for internal controls to be implemented to 

prevent, discourage and detect fraud and corruption. 
 

3 Policy Statement 

 
3.1 Worcester City Council takes a zero-tolerance approach to fraud and corruption, 

whether perpetuated on or within the Council. It is committed to an anti-fraud 
and corruption policy that is intended to deter, prevent and detect fraud and 

corruption. Any cases found will be treated seriously. 
 

3.2 All employees and councillors shall be aware of the standards of conduct and the 
procedures designed to reduce the risk of fraud and corruption occurring. All 
employees shall be responsible for their own conduct and for maintaining 

adequate checks and controls in accordance with laid down procedures. 
 

4 Definitions 

 
4.1 Fraud occurs where a person unlawfully converts to their own use, the property 

or assets (including money) of another person or persons, or attempts to do so 

by the falsification of records. Essentially intentional deceit. It is quite distinct 

from negligence or accidental error. 

 

4.2 Examples of common types of fraud are: 
 

 theft including assets, money, stores, time; 
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 teeming and lading (concealed “borrowing” of money from a day’s 
collection of cash); 

 

 gain by falsification of books and records; 
 

 submission of false information, or failure to disclose information, to 
obtain a benefit; 

 

 fraudulent encashment of cheques; 
 

 fraudulent generation of creditor payments; 
 

 manipulation of payroll and personnel records; 
 

 suppression of debtor recovery processes; 
 

 manipulation of computer data, code or applications for gain. 
 

4.3 Corruption involves the offering and acceptance of a reward for performing or 

failing to perform an act which leads to a gain for the person offering the 
inducement. This amounts to bribery which is a criminal offence. This could occur, 
for example, in connection with contracts or consultancy engagements. 

 

4.4 Corruption involves more than one person, who knowingly conspire together to 

achieve the fraudulent gain, and must involve a fraudulent offer of a reward for 
a dishonest purpose, and the fraudulent receipt of that reward. 

 

4.5 An example is where a Council employee accepts a reward offered by a contractor 

in return for arranging for work to be awarded to that contractor. 

 
5 Culture 

 
5.1 Worcester City Council is determined to maintain a culture of honesty and 

opposition to fraud and corruption within the Council. 
 

5.2 There is an expectation and requirement that all individuals and organisations 

associated in any way with the Council will act with integrity and that councillors 
and employees at all levels will lead by example. 

 

5.3 The Council’s employees are an essential element in its stance on fraud and 

corruption and are positively encouraged to raise any concerns they may have. 
Reporting arrangements are detailed in section 10 below. 

 

6 Fraud Prevention 

 
Employees 

 
6.1 The Council recognises that a key preventive measure in the fight against fraud 

and corruption is to take effective steps at the recruitment stage to establish as 
far as possible the previous record of potential employees in terms of their 

propriety.
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and integrity. In this regard temporary and contract workers should be treated 
in the same manner as permanent employees. 

 

6.2 The employee recruitment process will therefore be in accordance with 

procedures laid down in the Council’s Recruitment Policy and in particular, 
evidence of qualifications will be obtained along with written references regarding 
the known honesty and integrity of potential employees before an offer of 

employment is made. 
 

6.3 Council employees are required to abide by the Council’s requirement on personal 

conduct and to follow any Code of Conduct related to their personal Professional 
Institute. 

 

6.4 The Council has a disciplinary procedure in place which makes it clear that 
financial impropriety may be considered as Gross Misconduct. 

 

6.5 The employee induction process will include appropriate information regarding 

the role that employees are expected to play in the Council’s framework of 

internal control. 
 

6.6 All employees must operate within Section 117 of the Local Government Act 1972 
regarding: 

 

 any disclosures of pecuniary interest in contracts 
 

 the non-acceptance, under colour of office or employment, of any fee 
or reward other than their proper remuneration. 

 
Councillors 

 
6.7 Councillors are required to operate within the following: 

 

 The Constitution 
 

 Code of Conduct for Members 
 

 Council Standing Orders 
 

 relevant legislation and non statutory rules regarding the registration 

and disclosure of pecuniary and other interests 
 

 any locally produced requirements regarding personal conduct. 
 

6.8 All councillors when declaring their acceptance of office certify that they 

undertake to be guided by the Code of Conduct for Members in the performance 
of their duties as a councillor. 

 
Systems and Procedures 

 

6.9 The Corporate Director - Finance and Resources has a statutory responsibility 

under Section 151 of the Local Government Act 1972 to ensure the proper 
administration of the Council’s financial affairs. The Monitoring Officer has a 
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statutory responsibility to report on matters they believe to be illegal or amount 
to maladministration, to be responsible for matters relating to the conduct of 

councillors and officers and, to be responsible for the operation of the council’s 
constitution. The Council’s Financial Policies and Procedures incorporate the 

working arrangements established to regulate and control its finances, requiring 
employees to act in accordance with best practice. The Head of Finance will 
ensure that the Financial Policies and Procedures are updated periodically and are 

made available to all employees. 
 

6.10 The Council has developed and is committed to continuing with systems and 

procedures which incorporate efficient and effective internal control and which 
include adequate separation of duties where possible. The Council’s Leadership 
Team is required to ensure that such controls, including those in a virtual and/or 

cyber environment, are properly maintained. Their existence, appropriateness 
and adequacy are independently monitored by the Council’s Internal and External 

Auditors. 
 
7 Fraud Detection 

 
7.1 The Corporate Leadership Team is responsible for ensuring that adequate internal 

control is implemented and maintained. The Corporate Management Team is 

responsible for the day to day administration of this. 
 

7.2 All employees will also play their part in ensuring that internal control is 
maintained and will report any areas where controls have failed. 

 

7.3 The Internal Audit Shared Service will periodically review and test all Council 

systems to provide assurance to the Corporate Management Team, the Corporate 
Leadership Team and the Audit and Governance Committee where appropriate 
regarding the adequacy of internal control. 

 

7.4 Financial policies and procedures require all suspected irregularities to be 
reported. 

 

7.5 In addition to financial and other Council procedure rules, Services will have their 
own procedures to prevent and detect fraud. There may also be audit reports that 

recommend methods to minimise losses to the authority. Managers and 
employees must be made aware of these various sources of guidance and alter 

their working practices accordingly. 
 

8 The Role of the Internal Audit Shared Service 

 
8.1 The Internal Audit Shared Service plays an important preventative role in 

ensuring that systems and procedures are in place to prevent and detect fraud 
and corruption. Internal Audit will investigate cases of suspected irregularity and 
liaise with management to recommend changes in procedures. 

 
9 The Role of External Audit 

 
9.1 Independent external audit is an essential safeguard in the stewardship of public 

money. The external auditor has a responsibility to review the Council’s 
arrangements to prevent and detect fraud and irregularity. 
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10 Reporting Arrangements 

 
10.1 The Council’s most effective watchdogs are often its own employees who may be 

the first to see, suspect or be made aware of something which may seem 
innocent, but which may turn out to be a fraud in or on the Council. This should 

be read in conjunction with the Whistleblowing Policy. The latter affords the 
informant statutory protection against any issues arising from their actions. 

 

10.2 Any Council employee who suspects that an irregularity is being or has been 
perpetrated concerning the Council’s affairs shall immediately inform their line 

manager, or if more appropriate their Corporate Director, who will investigate and 
report as necessary using appropriate policy. Appendix 1 contains practical 

guidance on some of the Dos and Don’ts if you suspect fraud or corruption, as 
well as details of potential scenarios where a concern should be raised. Appendix 
2 details the issue of money laundering describing how it can be identified and 

how it should be reported. 
 

10.3 Similarly, any councillor who suspects that an irregularity is being or has been 

perpetrated concerning the Council’s affairs should immediately inform the 
Monitoring Officer, s151 Officer or Head of Finance and Head of Internal Audit. 

 

10.4 If the allegation or referral does not have any financial loss implications, the 
appropriate member of the Service Management Team will be responsible for 

taking immediate action. 
 

10.5 Where criminal proceedings might be necessary, the s151 in consultation with 
the Monitoring Officer, Head of Finance and Head of Internal Audit will be 
responsible for deciding whether to refer the matter to the Police. 

 

10.6 If the allegation or referral relates to theft of Council money, equipment or other 
assets, an insurance claim may be appropriate, and the Insurance Officer for the 
Council should be contacted for advice. 

 

10.7 If any employee does not wish to raise a concern through line management, 
alternative routes are direct to the s151 Officer, Monitoring Officer, Head of 

Finance or Head of Internal Audit. The Whistleblowing Policy can also be used. 
Any anonymous referrals will be treated seriously, however, any discovered 
abuse of this process by raising unfounded malicious allegations will be regarded 

as a serious disciplinary matter. 
 

10.8 If any employee has doubts as to what working practices are unacceptable, line 
management must be asked before, and not after the event. 

 

11 Co-operation with Others 

 
11.1 Arrangements are in place to develop and encourage the exchange of information 

on national and local fraud and corruption activity with external agencies such 

as: 

 the police service 

 local government groups 

 the National Fraud Initiative 
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12 Fraud Investigation 

 
12.1 Depending on the nature and anticipated extent of a reported suspected fraud, 

the Internal Audit Service will normally work closely with management and other 
agencies such as the Police to ensure that all allegations and evidence is properly 

investigated and reported upon. 

 

13 Publicity 

 
13.1 Any appropriate publicity opportunities associated with anti-fraud and corruption 

activity will be taken, and the Council will ensure that the results of any action 

taken, including prosecutions, are reported in the media. In all cases where 

financial loss to the Council has occurred, the Council will seek to recover the loss 

and advertise this fact. All anti-fraud and corruption activities, including updates 

to this policy, will be publicised to make employees, councillors and the public 

aware of the Council’s commitment to taking action on fraud and corruption when 

it occurs. 

 
13.2 Regular reports will be made to the Audit and Governance Committee. 

 

14 Discipline and Prosecution 

 
14.1 The Council’s disciplinary procedures will be used where the outcome of a fraud 

investigation concludes that improper behaviour has occurred. 
 

14.2 The Council will normally wish the Police to be made aware of and to 

independently prosecute offenders where financial impropriety is involved or 
where there is a potential bribery offence. Referral to the Police is a matter for 

the s151 Officer in consultation with the Monitoring Officer. 
 
15 Applying the lessons learnt  

 
15.1 The Council is committed to ensuring that the threat of fraud and corruption is 

properly managed through the implementation and application of sound systems 
of internal control and supporting employee management processes.  
 

15.2 In the event that fraud or corruption is discovered, employees will take steps to 
ensure the lessons learnt from the event are used to improve systems and 

processes and prevent recurrence. This may require:  
 

• changes to the existing systems of internal control, for example, 
separation of duties or additional checks  
• changing attitudes to, and understanding the risks of, fraud and 

corruption, for example, by training  
• making use of the deterrence factor (of being caught/severity of 

the consequences)  
• making it too difficult to commit fraud or corrupt acts.  
 

15.3 In addition, the dissemination of the lessons learnt from a particular fraud event 
will provide a valuable learning opportunity for the Council as a whole. 
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16 Conclusion 

 
16.1 The Council is committed to the highest possible standards of openness, probity 

and accountability. This policy fully supports the commitment to maintain an 
honest authority, free from fraud and corruption. A network of systems and 

procedures is in place to assist in dealing with fraud and corruption when it 
occurs. The Council is determined that these arrangements will keep pace with 
any future developments in techniques to both prevent and detect fraudulent or 

corrupt activity that may affect its operation.  
 

16.2 The Council will review this policy in light of lessons learned, changes in legislation, 
Government requirements and sector best practice guidance including from CIPFA 
(Chartered Institute of Public Finance and Accountancy). 
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17 Related Documents 

 
 Code of Conduct for Employees 

 
 Code of Conduct for Members 

 
 Gifts and Hospitality Register for Employees 

 
 Gifts and Hospitality Register for Councillors 

 

 Register of Councillors’ Interests 

 
 Good Practice Planning Protocol for Councillors and Employees 

 

 Whistleblowing Policy 

 

 Officer / Member protocol 
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18 Appendix 1 

 
18.1 Dos and Don’ts if a fraud is suspected 

 
The following are common sense rules which can be applied in all cases where 

work-related fraud or corruption is suspected: 

 

DO: 1. Note Details. 
 

Note all relevant details, such as what was said in telephone or 
other conversations, and the date, time, and the names of any 

parties involved. 
 

Note any documentary evidence which may exist to support the 
allegations made, but do not interfere with this evidence in any 

way. 
 

DO: 2. Be responsive to colleague concerns. 
 

The Council encourages employees to voice any reasonably held 
concerns as part of developing and maintaining an effective anti-

fraud culture. 
 

If you are a manager, you must treat all employees’ concerns 

seriously and sensitively. 
 

DO: 3. Evaluate the allegation objectively. 
 

Before taking the matter further, try to determine whether any 

suspicions appear to be justified. 
 

Be objective when evaluating the issue. Consider the facts as 
they appear, based on the available information. 

 

If in doubt, report your suspicions anyway. 
 

DO: 4. Advise the appropriate person. 
 

Employees should normally inform their line manager in the first 

instance or if more appropriate their Director. 
 

If a suspicion is justified, the appropriate member of the Service 

Management Team and the s151 Officer should be informed. 
 

Alternative first points of contact are the Monitoring Officer, s151 

Officer, Head of Finance or the Head of Internal Audit. 
 

DO: 5. Deal with the matter promptly. 
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Any delay may cause evidence to be lost and the Council to 
suffer further financial loss. 

 
DON’T: 1. Do nothing. 

 

DON’T: 2. Be afraid to raise a concern. 
 

The Council will treat any reasonably held suspicion sensitively 
and confidentially. 

 

The Council cannot operate an effective anti-fraud policy if 

employees are reluctant to pass on their concerns to 

management. 
 

DON’T: 3. Approach or accuse any individuals directly. 
 

DON’T: 4. Convey suspicions to anyone other than those with the 
proper authority. 

 

DON’T: 5. Try to investigate the matter yourself. 
 

There are special rules regarding the gathering of evidence if the 

matter is likely to lead to a criminal case. Poorly managed 
investigations by employees who are unfamiliar with evidential 

requirements are highly likely to jeopardise a successful criminal 
prosecution. 

 
18.2 Circumstances where you should raise a concern 

 
This Schedule contains a non-exhaustive list of potential scenarios that may arise 

as part of the Council’s activities. If you encounter any of these scenarios while 

working for the Council, you must report them promptly using the procedure set 

out in the Whistleblowing Policy: 

 
a) you become aware that a third party engages in, or has been accused of 

engaging in, improper business practices; 

b) you learn that a third party has a reputation for paying bribes, or requiring 

that bribes are paid to them, or has a reputation for having a "special 

relationship" with foreign government officials; 

c) a third party insists on receiving a commission or fee payment before 

committing to sign up to a contract with us, or carrying out a government 

function or process for us; 

d) a third party requests payment in cash and/or refuses to sign a formal 

commission or fee agreement, or to provide an invoice or receipt for a 

payment made; 

e) a third party requests that payment is made to a country or geographic 

location different from where the third party resides or conducts business; 
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f) a third party requests an unexpected additional fee or commission to 

"facilitate" a service; 

g) a third party demands lavish entertainment or gifts before commencing or 

continuing contractual negotiations or provision of services; 

h) a third party requests that a payment is made to "overlook" potential legal 

violations; 

i) a third party requests that you provide employment or some other 

advantage to a friend or relative; 

j) you receive an invoice from a third party that appears to be non-standard 

or customised; 

k) you notice that the Council has been invoiced for a commission or fee 

payment that appears large given the service stated to have been 

provided; 

l) you are offered an unusually generous gift or offered lavish hospitality by 

a third party. 
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19 Appendix 2 

 
19.1 Money Laundering - Client Identification Procedure 

 
Money laundering is defined as the concealment of the origins of illegally obtained 

money, typically by means of transfers involving foreign banks or legitimate 

businesses. 

 

It is not possible to give a definitive list of ways in which to identify money 

laundering but facts which tend to suggest that something ‘odd’ is happening 

may be sufficient for a reasonable suspicion of money laundering to arise. 

 

19.2 The following are types of risk factors which may, either alone or cumulatively 
with other factors, suggest the possibility of money laundering activity: 

 
a) A new customer with no previous history with the council 

b) A secretive customer, for example one who refuses to provide requested 

information without reasonable explanation 

c) Concerns about the honesty, integrity or identity of a customer 

d) Illogical thirdparty transactions, for example unnecessary routing or 

receipt of funds from third parties or through third party accounts 

e) Payment of a substantial sum in cash 

f) Overpayments by a customer 

g) Absence of an obvious legitimate source of funds 

h) Movement of funds to and from overseas, particularly to and from a higher 

risk country 

i) Cancellation or reversal of an earlier transaction 

 
 

19.3 However, where the Council is carrying out business that: 

 
a) forms a new ongoing business relationship with a client; or 

b) undertakes a one-off transaction involving payment by or to a client of 

15,000 Euro (approximately £13,000) or more; or 

c) plans to undertake a series of linked one-off transactions involving total 

payment by or to a client of 15,000 Euro (approximately £13,000) or more; 

or 

d) it is known or suspected that a one-off transaction (or a series of them) 

involves money laundering or terrorist financing. 

then this is ‘relevant business’ and this Client Identification Procedure must be 
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followed before any business is undertaken with that client: 
 

a) The responsible officer must obtain satisfactory evidence of the identity of 

the prospective client, as soon as practicable after the prospective 
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business relationship is confirmed (unless evidence of the client has already 

been obtained). Appropriate evidence of identity can be the organisation’s 

official letterhead. 

b) Such correspondence should then be placed on a client file along with a 

prominent note explaining which correspondence constitutes the evidence 

and where it is located. 

c) If the client is new or not well known to the officer, the officer should seek 

additional evidence of the identity of key individuals in the organisation and 

of the organisation itself. 

d) In all cases, the evidence should be retained for at least five years from the 

end of the business relationship or one-off transaction(s). 

e) If satisfactory evidence of identity is not obtained at the outset of the 

matter, then the business relationship or one off transaction(s) cannot 

proceed any further. 

 
20 Record Keeping Procedure 

 
20.1 Each Council Service unit conducting relevant business must maintain records of 

client identification evidence obtained and details of all relevant business 

transactions carried out for or by clients for at least five years. This is so that 

they may be used as evidence in any subsequent investigation by the authorities 

into money laundering. 

 
20.2 The precise nature of the records is not prescribed by law however they must be 

capable of providing an audit trail during any subsequent investigation, for 

example distinguishing the client and the relevant transaction and recording in 

what form any funds were received or paid. In practice, employees of the Council 

will be routinely making records of work carried out for / by clients in the course 

of normal business and these should suffice in this regard. 

 
21 Reporting 

 
21.1 Any employees in the Council who know, suspect or have reasonable grounds for 

knowing or suspecting that a person is engaged in money laundering or terrorist 

financing must report such matters to the Money Laundering Reporting Officer 

(MLRO). The report should be within “hours” of the information/ suspicion coming 

to their attention, not weeks or months later. SHOULD THE PERSON NOT DO SO, 

THEN THEY MAY BE LIABLE TO PROSECUTION. 

 
21.2 The Officer nominated to receive reports about money laundering activity within 

the Council, the Money Laundering Reporting Officer, is the Corporate Director 

Finance & Resources. He can be contacted as follows: 
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Corporate Director Finance & Resources Worcester City Council, 

Guildhall, High Street, Worcester Telephone: 01905 722536 

(direct Line) 

 
In the absence of the MLRO, the Monitoring Officer, is authorised to deputise 

and can also be contacted at the Guildhall. Telephone: 01905 722019 (direct 

Line) 

 

21.3 The report must include as much detail as possible, for example: 

 
a) Full details of the people involved (including the person raising the 

concern), e.g. name, date of birth, address, company names, 

directorships, phone numbers, etc; 

b) Full details of the type of transaction and nature of the involvement of 

the person raising the concern; 

c) The date(s) of the Money Laundering activity, including whether the 

transactions have happened, are ongoing or are imminent; 

d) Where the Money Laundering Activity took / is taking place; 

e) How the Money Laundering Activity is being undertaken; 

f) The likely amount of money / assets involved; 

g) Why the person raising the concern is suspicious; 

h) Copies of any relevant supporting documentation. 

 
21.4 Once the matter has been reported to the MLRO no further enquiries should be 

made by the person reporting the concern. 

 
21.5 On receipt of the report. the MLRO will refer the matter on to the National 

Crime Agency (NCA) if appropriate. All employees will be required to co-operate 

with the MLRO and the authorities during any subsequent money laundering 

investigation. 

21.6 At no time and under no circumstances should the suspicions be relayed to the 
person (s) who are suspected of money laundering, otherwise a criminal offence 
of ‘tipping off’ (Section 333 of the 2002 Act) may be committed. 

21.7 The person raising the concern should not, therefore, make any reference on a 
client file to a report having been made to the MLRO. The MLRO will keep the 
appropriate records in a confidential manner. 

 

22 Investigation 

 
22.1 Upon receipt of a disclosure report, the MLRO must note the date of receipt on 

their section of the report and acknowledge receipt of it. The MLRO should also 
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advise the person reporting the concern of the time-scale within which he/she 

expects to respond to them. 

 

22.2 The MLRO will consider the report and any other available relevant internal 

information e.g.: 

 
 reviewing other transaction patterns and volumes; 

 the length of any business relationship involved; 

 the number of any one-off transactions and linked one-off 

transactions; 

 any identification evidence held; 

 
and undertake such other reasonable inquiries as appropriate to ensure that all 

available information is taken into account in deciding whether a report to the 

NCA is required. The MLRO may also need to discuss the report with the individual 

raising the concern. 

 
Once the MLRO has evaluated the report made and any other relevant 

information, he must make a timely determination as to whether: 

 
 there is actual or suspected money laundering taking place; or 

 there are reasonable grounds to know or suspect that is the case; and 

 he needs to seek consent from the NCA for a particular transaction to 
proceed. 

 
22.3 Where the MLRO does so conclude, then he must report the matter as soon as 

practicable to the NCA on their standard report form (attached) and in the 
prescribed manner. 

 

22.4 Where consent is required from the NCA for a transaction to proceed, then the 

transaction(s) in question must not be undertaken or completed until the NCA has 
specifically given consent, or there is deemed consent through the expiration of 

the relevant time limits without objection from the NCA. 
 

22.5 Where the MLRO concludes that there are no reasonable grounds to suspect 
money laundering then he shall mark the report accordingly and give his consent 
for any ongoing or imminent transaction(s) to proceed. 

 
22.6 All disclosure reports referred to the MLRO and reports made by him to the NCA 

must be retained by the MLRO in a confidential file kept for that purpose, for a 
minimum of five years. 

 

22.7 The MLRO commits a criminal offence if he knows or suspects, or has reasonable 
grounds to do so, through a report being made to him, that another person is 
engaged in money laundering and he does not disclose this as soon as practicable 

to the NCA. 


